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(Claude Shannon 1916-2001) CJJ-‘w JJSS
(A Mathematical Theory of Communication 1948) Juai¥! & duly 1) 4 kil

Repnnted with comrections from The Beil System Technical Journai,
0213, §23-656, July, October, 1948

A Mathematical Theory of Communication

By C. E. SHANNON

INTRODUCTION

HE recent development of various methods of modulation such as PCM and FPM which exchange

bandwidth for signal-to-noise ratio has mtensified the interest in a general theory of communication. A
basis for such a theory is contained in the important papers of Nyquist' 2nd Hartley” on this subject. In the
present paper we will extend the theory to mmclude a2 number of new factors, in parhicular the effect of nowse
m the channel, and the savings possible due to the statistical structure of the onigmal message and due to the
nature of the final destination of the mformation.

The fundamentzl problem of i is that of reproducing at one point either exactly or ap-
proximately a message selected at another point. Frequently the messages have meaning; that is they refer
to or are coarelated according to some system with certain physical or conceptual entities. These semantic
aspects of communication are urelevant o the engineering problem. The sig aspect 15 that the actual
message 15 one selected from a set of possible messages. The system must be desizned to operate for each
possible selection, not just the one which will actually be chosen since this is unknown at the time of design.

If the number of messages in the set is finite then this number or any menotonic function of this number
can be regarded as a measure of the information produced when one message 15 chosen from the set, all
choices being equally likely. As was pointed out by Hartley the most natural choice iz the logarnithmic
function Although this definthon must be generalized considerably when we consider the infiuence of the
statistics of the message and when we have a continucus range of messages, we will in all cases use an

essentially loganthmic measura
The logarithmic measure 15 more convenient for various reasons:

1 kis 1ly more useful. P s of engineering imp such as time, bandwidth, number
of relays, ete., tend to vary hnearly with the loganthm of the number of possibilihies. For example,
adding cne relay to a group doubles the number of possible states of the relays. Itadds 1 to the base 2
logarithm of this number. Doubling the time roughly squares the number of possible messages, or
doubles the logarithm, ete.

2. It is nearer to our infuitive feeling as to the proper measure. This is closely related to (1) since we m-
tuitrvely measures enfities by hnear It with d . Ome feels, for example, that
two punched cards should have twice the capacity of one for information storage, and two 1dentical
channels twice the capacity of one for transmithing information.

w

. It 15 mathematically more suitable. Many of the limiting operations are simple in terms of the loga-
rithm but would require clumsy restatement in terms of the number of possibilities.

The chowce of 2 loganthmic base corresponds to the choice of 2 umt for measunng mformation. If the
base 2 is used the resulting units may be called binary digits, or more briefly bits, a word suggested by
T W. Tukey. A device with two stable positions, such as a relay or a flip-flop circuit, can store one bit of
information. ch devices can store N bits, since the total number of possible states is 2V and log, =N
If the base 10 is used the units may be called decimal digits. Since

log, M = logyg M log) 2
3.32logy, M.

"Nyquist, H., “Certain Factors Affacting Telegraph Speed.” Beil
;" AIEE. Tram:, v pril 1928, p_ 6
*Hartley, B V. L., “Transmission of Information.” Be sem Techmical Journai, Tuly 1928,

tem Techmical Jowrnal, Apnl 1924,
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Communication Theory of Secrecy Systems™

By C. E. SHANNON

1 INTRODUCTION AND STUMMARY

The problems of cryptography and secrecy systems furnish an interesting ap- ‘—1& LAJ\)“
plication of communication theory!. In this paper a theory of secrecy systems

is developed. The approach is on a theoretical level and is intended to com- - I
plement the treatment found in standard works on cryptography?. There. a Mm

detailed study is made of the many standard types of codes and ciphers, and
of the ways of breaking them We will be mwore concerned with the general

mathematical structure and properties of secrecy systems. ‘”2\_1 “
The treatment is linuted in certain ways. First. there are three general -

types of secrecy system: (1) concealment systems, inchuding such methods

as invisible ink. concealing a message in an innocent text. or in a fake cowv- 1949

ering cryptogram. or other methods in which the existence of the message

is concealed from the enemy: (2) privacy systems. for example speech in-
wversion. in which special equipment is required to recover the message; (3)
“true” secrecy systems where the meaning of the message is concealed by £
cipher. code. etc.. although its existence is not hidden. and the enemy is as- w\.ul\ LA;
sumed to hawve any special equipment necessary to intercept and record the
transmitted signal. We consider only the third type—concealment system are
primarily a psyvchological problem and privacy systems a technological one. M\
Secondly. the treatment is limited to the case of discrete information
where the message to be enciphered consists of a sequence of discrete sym-
bols, each chosen from a finite set. These symbols may be letters in a lan- ':~ “
guage. words of a language. amplitude levels of a “gquantized™ speech or
wvideo signal. etc.. but the main emphasis and thinking has been concerned
with the case of letters. . . .
The paper is divided into three parts. The main results will now be briefly ‘).3-1\ Lﬁﬂ\
summarized. The first part deals with the basic mathematical structure of
secrecy systems. As in commmmication theory a lanoguage is considered to be .
represented by a stochastic process which produces a discrete sequence of el‘; ‘;

* The materizl in thiz paper appeared in a confi dentiz]l report “A Mathematcal Theory of Cryptosra- -
phy™ dared Sept. 1, 1946, which has now been declassifi ed.
! Shammon, C. E., ‘A Mathemarical Theory of Communication.”™ Bell System Technical Jourmal, Tuly 1 946
1048, p 623,
* See for example, H. F. Gaines, ‘Elementary Crypianalysizs ™ or M. Givierge, “Cours de Cryptogra-
hie
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01000010 ©01010011 = 00010001
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(Bit analog of Vigénere s o &t clid) XOR pdadd

SECRET il

Bill Gates®"s SSN 1s 539-60-5125 day pall Al )

SECRETSECRETSECRETSECRETSECRETSE DS sl

(ASCII) 458 (S (b A

b I 1 1 5
01000010 01101001 01101100 01101100 ..... 00110101
Repeated key in ASCII 35S Sl () S zlisd)

S E C R R
01010011 01000101 01000011 01010010 ..... 01000101
Bit-wise xor

00010001 00101100 00101111 00111110 ..... 01110000
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Microsoft XBox ™
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Keeping Secrets in Hardware: the
Microsoft XBox™Case Study
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Z Hacking the Xbox_

AN IMTROOUCTION TO REVERSE ENGINEERING

Special Limited Edition

Inside:

Xbox Security Secrets

Hardware Mod Tutorials
[nterviews with Master Hackers
The Chilling Effects of the DMCA
...and More!
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THE WHITE HOU%%-E»,

WASHINGTO N

Janvary 17, 1991

MEMZRANDIM FOR THE HCHWORAELE DICK CHENEY
Zecraetary of Defense

THE HOWCRAELE WILLIRM P. BARR
Attorney Gereral

TEE HONORARLE ROBERT M. SATES
Director of Cencral Tntelligence

SUBJECT: Legizslative Strategy for Digital
Telepheny (5]

On December 30, 1991, I sent ko the President a memorandum
sesking his approval for a leglslative strategy for digital
telephony. The substance of that memorandum is attached., On
Jaruary 1%, 1992, he approved the follewing ecourze of astion:

- Justice should go ahsad now to seek a
legislative fix to the digital telephony
oroblem, and all parties should prepare to
follow through on the encryption problem in
aoout & year. Success with digital telephony
will lock in one major objective:; we will have
4 beachhead we ¢an exploit for the encryphtion
fix; and the encryption access opticns rcan he
developed more thoroughly in the meantime. (TE)

Do, T )V

Erert soowerctt

Attachment
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Telepheny (5]

On December 30, 1991, I sent to the President a memorandum
seeking his approval for a leglslative strategy for digital
telephony, The substance of that memorandum iz attached, On
January 15, 1992, he approved the following course of astion:

= Justice should go ahead now to seek &
legislative fix to the digital telephony
oroblem, and all parties should prepare to
follow through on the encryption problem in
aoout & year. Success with digital telephony
will lock in one major objective; we will have
a beachhead we can exploit for the encryption
fix; and the encryption access options can be
developed more thoroushly in the meantime. (T5)

e, T eorsins )V '

Erert Jcowerett

Attachment
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VoIP Blog VoIP News Gadggts

o] ETR T YiTE Flotm Afuu e

 Skypa v1 4 Relaasad (soan) | Main | Jwite WiFl toolbat »

fhout b (Full Bio|

FCC requires some broadband and VolP Providers 1o
accommaodate wirelaps

Sopbameier 8 NEE

I must have missed the FCC's annauncement 3 days aqa that the FCC
was Qoing to require ertain broadband and VolP Providars 1o
accemmodate wirstaps The 59-page FCC repart is & bit lengthy for me
to digest today, sa maybe 1 provide 3 more detalad analvae
tamarrow,

A uick speed read seams to indicate the FCC i going ta tars rtemet
providars to atcamadate wiretaps, UL that dossn' inclids cafes or
fotets that use o pay for Infernet serice, B guass the FCC is targetting
the main I8P and not resellers of Intemiat sepvice, Here's A vary
interesting excargt that sums up who is covarad by CALEA
wire-fapning iles:

Wa ronclide Bt CALES sielan b Arodiders of
“Interconreded VaIP services.” &5 deflned 17 dur recent Yol
EQ11 Ordar 107 intetiornattad WMale serviies jnetde I.|.a.g
VOIP cervices that, [1)ehaole real-time, [wg-way vite
communicatons, (2) require 3 broadband connechan fron
the Uzer's iotabon; | 31 reaurs [P-compatble custome
plamiset aquiphent: and (4] permic users bo fecanve calls
Fror and termimiata calls (0 the PETH 108 We tind that

providisks of itartonnedad VolP services satishy CALEAS
\shinman of  telsrammun '-'| |Efe carrar pedder e SRR ann
that CALEA's tnfarmation Servicas Exdusion does not apply
tinterconnacked VoIP sericas. To be clear, a service

offering s “interconnécted VoIP” if it offers the capability
for users to receive calls from and términate calls to the
PSTN; the affering is covered by CALEA for all VoIP
communications, even those that do not invalve the PSTN,
Furthermare, the afferdng is covered regardiess of haw
the interconnected YolP provider Facilitates access to and
fram the PSTN, whether directly or by making
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